Ce document présent contient toute la procédure de déploiement de verification.dge.gov.gn dans un server ubuntu 

Step 1 :  Update ubuntu server  
· sudo apt update && sudo apt upgrade -y
Step 2 :   Install Apach 
· sudo apt Install apache2 -y
Step 3:  Enable Apache on boot + Start service
· sudo systemctl enable apache2
· sudo systemctl start apache2
Step 4: Install Mysql
· sudo apt install mysql-server -y
Step 5:  Run secure installation
· sudo mysql_secure_installation
                    Recommended answers:
· Validate password plugin: No (unless you want strict passwords
· Remove anonymous users: Yes
· Disallow root login remotely: Yes
· Remove test database: Yes
· Reload privilege tables : Yes
· Check Status:  sudo systemclt status mysql
Step 6: Install php  
· sudo apt install php libapache2-mod-php php-mysql php-cli php-curl php-mbstring php-xml unzip git -y
· Verify php : php -v
· Test PHP
· Create a test file:  echo "<?php phpinfo(); ?>" | sudo tee /var/www/html/info.php
· Now visit: http://your_server_ip/info.php
· Remove: sudo rm /var/www/html/info.php
Step7: Create Mysql  Database and User 

       sudo mysql -u root -p

        -- Create database

CREATE DATABASE verification CHARACTER SET utf8mb4 COLLATE utf8mb4_general_ci;
==========All in one===========
CREATE USER 'contossdge'@'localhost' IDENTIFIED BY 'K@ly1302Contoss!';
GRANT ALL PRIVILEGES ON verification.* TO 'contossdge'@'localhost';
FLUSH PRIVILEGES;
SELECT user, host FROM mysql.user WHERE user = 'contossdge'; 
EXIT;
Step 8: install php my admin
· sudo apt update
· sudo apt install phpmyadmin -y
Step 9:  Enable phpmyadmin in Apache
· sudo ln -s /usr/share/phpmyadmin /var/www/html/phpmyadmin
· sudo systemctl restart apache2
Step 10: Edit Apache config for phpmyadmin
· sudo nano /etc/apache2/conf-available/phpmyadmin.conf
· add this to the config

            Alias /phpmyadmin /usr/share/phpmyadmin

<Directory /usr/share/phpmyadmin>
    Options SymLinksIfOwnerMatch
    DirectoryIndex index.php

    # Allow override for .htaccess
    AllowOverride All

    # Allow access from all
    Require all granted

    # PHP settings
    <IfModule mod_php.c>
        php_value upload_max_filesize 10G
        php_value post_max_size 10G
        php_value max_execution_time 3600
        php_value max_input_time 3600
        php_value memory_limit 1024M
    </IfModule>
</Directory>

# Disallow web access to directories that don't need it
<Directory /usr/share/phpmyadmin/templates>
    Require all denied
</Directory>
<Directory /usr/share/phpmyadmin/libraries>
    Require all denied
</Directory>
<Directory /usr/share/phpmyadmin/setup/lib>
    Require all denied
</Directory>

· Activer la configuration
                        sudo a2enconf phpmyadmin
· Redémarrer Apache
                        sudo systemctl restart apache2
· Vérifier la syntaxe de configuration
                        sudo apache2ctl configtest

Step 11: Création des tables dans la base de donnée ‘’verification’’ (voir db_connection.php pour les configurations de la base de donnée)
Step 12 : Création de document temporaires pour le transfert de fichier de mon pc vers le server
· mkdir -p  /tmp/tmpbackend
· mkdir -p  /tmp/tmpadmin
· mkdir -p  /tmp/tmppublic
· mkdir -p  /tmp/tmp/parrainage
· mkdir -p  /tmp/tmp/observateur
· 

Step 13: Creation des repertoires 
· sudo mkdir -p /var/www/verification/backend
· sudo mkdir -p /var/www/verification/admin
· sudo mkdir -p /var/www/verification/public
· sudo mkdir -p /var/www/verification/parrainage
· sudo mkdir -p /var/www/verification/observateur


Step 14: Donner les permissions de lecture, écriture et exécution au propriétaire

                       # Set proper ownership for the backend directory
· sudo chown -R www-data:www-data /var/www/verification/backend

                                     # Set correct permissions
· sudo find /var/www/verification/backend -type d -exec chmod 755 {} \;
· sudo find /var/www/verification/backend -type f -exec chmod 644 {} \;
       ---------------------------------------------------------------------------------------------------------
                       # Set proper ownership for the admin directory
· sudo chown -R www-data:www-data /var/www/verification/admin

                                     # Set correct permissions
· sudo find /var/www/verification/admin -type d -exec chmod 755 {} \;
· sudo find /var/www/verification/admin -type f -exec chmod 644 {} \;
  --------------------------------------------------------------------------------------------------------
                       # Set proper ownership for the public directory
· sudo chown -R www-data:www-data /var/www/verification/public

                                     # Set correct permissions
· sudo find /var/www/verification/public -type d -exec chmod 755 {} \;
· sudo find /var/www/verification/public -type f -exec chmod 644 {} \;
  --------------------------------------------------------------------------------------------------------
                       # Set proper ownership for the parrainage directory
· sudo chown -R www-data:www-data /var/www/verification/parrainage

                                     # Set correct permissions
· sudo find /var/www/verification/parrainage -type d -exec chmod 755 {} \;
· sudo find /var/www/verification/parrainage -type f -exec chmod 644 {} \;
  --------------------------------------------------------------------------------------------------------
                       # Set proper ownership for the observateur directory
· sudo chown -R www-data:www-data /var/www/verification/observateur

                                     # Set correct permissions
· sudo find /var/www/verification/observateur -type d -exec chmod 755 {} \;
· sudo find /var/www/verification/observateur -type f -exec chmod 644 {} \;


Step 15 : Transférer les dossiers du backend de mon mac vers les dossiers temporaires
scp -r /Users/conte/Desktop/All\ Apps/verification.dge.gov.gnNov2025/backend/* devdge@172.16.45.26:/tmp/tmpbackend/

            
Step 16: Copier le backend de tmpbackend vers le répertoire
sudo cp -r /tmp/tmpbackend/* /var/www/verification/backend/

Step 17: Configuration de apache pour le backend 


Step 18 : Ouverture des ports 
· Ajouter le port 25101 à la configuration Apache (25111, 3000, 3001, 3002)
echo "Listen 25101" | sudo tee -a /etc/apache2/ports.conf
· Vérifier la configuration
sudo apache2ctl configtest
· Redémarrer Apache
sudo systemctl restart apache2
· Vérifier que Apache écoute sur le port 25101

Step 19 : création de l’api pour le backend

Step 20 : Transfert des fichiers admin, public, observateur et parrainage
            
scp -r /Users/conte/Desktop/All\ Apps/verification.dge.gov.gnNov2025/adminsite/build/web/* devdge@172.16.45.25:/tmp/tmpadmin/

scp -r /Users/conte/Desktop/All\ Apps/verification.dge.gov.gnNov2025/people_verification/build/web/* devdge@172.16.45.25:/tmp/tmppublic/ 

scp -r /Users/conte/Desktop/All\ Apps/verification.dge.gov.gnNov2025/par_verification/build/web/* devdge@172.16.45.25:/tmp/tmpparrainage/

                                   tmp to repositories
sudo cp -r /tmp/tmpadmin/* /var/www/verification/admin/
sudo cp -r /tmp/tmppublic/* /var/www/verification/public/
sudo cp -r /tmp/tmpparrainage/* /var/www/verification/parrainage/
Step 21: # Check if changes took effect in php.ini
Cette configuration permet d’accepter le Transfert de fichier Excel pour être traiter par le backend

sudo php -c /etc/php/8.3/apache2/php.ini -i | grep -E "(upload|post_max|t

# Or create a quick test
sudo tee /var/www/html/check_fix.php << 'EOF'
<?php
echo "upload_max_filesize: " . ini_get('upload_max_filesize') . "<br>";
echo "post_max_size: " . ini_get('post_max_size') . "<br>";
echo "upload_tmp_dir: " . ini_get('upload_tmp_dir') . "<br>";
echo "memory_limit: " . ini_get('memory_limit') . "<br>";
echo "max_execution_time: " . ini_get('max_execution_time') . "<br>";
EOF


Response:  file_uploads => On => On
max_execution_time => 0 => 0
max_file_uploads => 40 => 40
memory_limit => 5000M => 5000M
post_max_size => 2048M => 2048M
upload_max_filesize => 2048M => 2048M
upload_tmp_dir => /tmp => /tmp
Collecting memory statistics => No
session.upload_progress.cleanup => On => On
session.upload_progress.enabled => On => On
session.upload_progress.freq => 1% => 1%
session.upload_progress.min_freq => 1 => 1
session.upload_progress.name => PHP_SESSION_UPLOAD_PROGRESS => PHP_SESSIO
session.upload_progress.prefix => upload_progress_ => upload_progress_
opcache.memory_consumption => 128 => 128
opcache.preferred_memory_model => no value => no value
opcache.protect_memory => Off => Off
<?php
echo "upload_max_filesize: " . ini_get('upload_max_filesize') . "<br>";
echo "post_max_size: " . ini_get('post_max_size') . "<br>";
echo "upload_tmp_dir: " . ini_get('upload_tmp_dir') . "<br>";
echo "memory_limit: " . ini_get('memory_limit') . "<br>";
echo "max_execution_time: " . ini_get('max_execution_time') . "<br>";

sudo cp -r /tmp/tmpobservateur/* /var/www/verification/observateur/


